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Taking simulation interoperability
to the next level with Digital Twins

October 2022
NMSG Symposium – MSG197

Simon Skinner
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Introduction

▌ Definitions are important in the NATO 
context:

‘A Digital Twin is a virtual representation of 
a connected physical asset’

▌ Other definitions exist…
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Digital Twins are not new

Courtesy Toyota Motorsport GmbH
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Digital Twin use cases in the military context

Initial Model

DT for 
design 
testing

Refined Model

DT for 
Prototype 
manufacture

DT for mass 
manufacture

Approved design

DT for 
performance 
analysis

DT for 
predictive 
maintenance

Manufactured item Concept changes

Digital Thread (of Data)

DT for 
qualification
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Example – Platform design & test using Digital Twins

▌Digital Evaluation 
and Test Range

By KT-DES - Own work, CC BY-SA 4.0, 
https://commons.wikimedia.org/w/index.php?curid=114393620

▌Navantia F110 Frigate, 
1st to be designed and 
built using Digital Twins
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Digital Twins have to be interoperable…

▌ Multi-Domain Integration (MDI)

Defence does not operate in silos
Platforms and systems interoperate 
both inside and outside countries
‘System of Systems’ approach

▌ Digital Twin connected for ‘plug 
and play’ with data exchange
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..But it’s not simple

▌ Intellectual Property and Ownership

▌Dynamic nature of Digital Twins

▌Data standards and interoperability

▌Security Standards

▌ Fidelity and abstraction

IP









Reuse work from other NATO research teams to help solve these issues



8
THALES GROUP OPEN

/ RELEASABLE TO PUBLIC

Th
is 

do
cu

m
en

t m
ay

 n
ot

 b
e 

re
pr

od
uc

ed
, m

od
ifie

d,
 a

da
pt

ed
, p

ub
lis

he
d,

 tr
an

sla
te

d,
 in

 a
ny

 w
ay

, i
n 

w
ho

le
 o

r i
n 

pa
rt 

or
 d

isc
lo

se
d 

to
 a

 th
ird

 p
ar

ty
 w

ith
ou

t t
he

 p
rio

r w
rit

te
n 

co
ns

en
t o

f T
ha

le
s

-
©

 Th
al

es
20

22
 A

ll 
rig

ht
s r

es
er

ve
d.

Exploratory Team ET-053 activity
NATO Nations

NATO Organisations

Partnership For Peace

Partners Across The Globe

Statistics:
 9 meetings between December 2021 (ITSEC) and March 

2022
 32 members taking part on science connect
 4 industry and academia presentations
 4 Key questions
 1 Biggest point of contention: Definition of a Digital Twin
 Team output: 1 revised Technical Activity Proposal (TAP)
 Briefings of exploratory team activity at IT2EC (*2) and SISO 

SIW
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NATO gets interoperability through standards
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Next steps – Research Task Group MSG-205

• 1 - What is the definition of a Digital Twin that 
will be used in this group and others within 
and outside NMSG?

• 2 – How can we effectively exchange
information (such as mathematical models, 
simulations, equipment and environmental 
data) between Digital Twins operating in 
different nations?

• 3 – How can we ensure the security of 
information exchange and operation of a 
Digital Twin against adversarial penetration 
and attack in distributed networks and 
diverse computing and storage resources ?

• 4 – How can we ensure coherency in 
analysis, storage and discovery of the large 
quantities of data ingested and generated 
by operating Digital Twins in the NATO 
context ?

NB. Participant nations 
& companies correct 
as of 4/10/22



11
THALES GROUP OPEN

/ RELEASABLE TO PUBLIC

Th
is 

do
cu

m
en

t m
ay

 n
ot

 b
e 

re
pr

od
uc

ed
, m

od
ifie

d,
 a

da
pt

ed
, p

ub
lis

he
d,

 tr
an

sla
te

d,
 in

 a
ny

 w
ay

, i
n 

w
ho

le
 o

r i
n 

pa
rt 

or
 d

isc
lo

se
d 

to
 a

 th
ird

 p
ar

ty
 w

ith
ou

t t
he

 p
rio

r w
rit

te
n 

co
ns

en
t o

f T
ha

le
s

-
©

 Th
al

es
20

22
 A

ll 
rig

ht
s r

es
er

ve
d. 1. Defining what a Digital Twin is for NATO activities providing terminology into the NATO terminology database; 

ideally reusing an existing definition rather than creating something new;

2. Examining the problems and issues in interoperability terms of using Digital Twins in the NATO context 
identifying technological and standardisation gaps;

3. Assessing the various existing simulation standards for constructing and operating Digital Twins, examine if 
existing standards from a variety of standardization organisations can fill these gaps and if not what 
developments (technology, standards) might be needed;

4. Assessing existing government, NATO and commercially available products and services for Digital Twins to 
help develop solutions for the gaps;

5. Based on these investigations, develop experimental potential solutions and a multi-national technical 
concept demonstrator;

6. Assessing current NATO regulations that may affect Digital Twins, generating a set of guidelines / best 
practices for implementing a Digital Twin in the NATO context: and work with NATO bodies, standards and 
other organizations to refine and promulgate the guidelines / best practices;

7. Working with appropriate NATO stakeholders and end-users, produce a final report describing the work of the 
team, achievements and set of recommendations.

Draft Programme of work summary (as of 04/10/22)
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▌ The use of modelling and simulation for applications other than training is 
growing fast

▌Digital Twins form part of the framework of this new approach
Better and more reliable platforms
Reduced through life environmental impact
More effective systems for the Multi Domain Integrated approach

▌ Interoperability of data and models is key
Technical standardisation approach is vital
Business approaches to handling IP and data management are important too
Common reliable network infrastructure and computing resources are needed

▌MSG205 research task group will work on these challenges

Conclusions
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Questions ?

For more information contact: 

Simon Skinner (GBR) MSG205 Co-Chair

E: simon.skinner@uk.thalesgroup.com

T: +44 7583 010243

mailto:simon.skinner@uk.thalegroup.com
mailto:simon.skinner@uk.thalesgroup.com
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